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Remote Operations with Yaskawa Motoman Robots

Introduction

For many, the teach pendant is the only method used to interact with our robots. Obviously, this restricts you to working somewhere within the reach of the
teach pendant cable. However, there are several methods to send or receive information from the robot using an Ethernet connection, including functions you
would normally do via the pendant. This opens the possibility of working with the robot from other places in the same building or even from another city.

This document highlights some of the methods for working with our robots over a network, pre-requisites, costs (if any) and capabilities of each.
This is not meant to be a step-by-step “how to” manual. Additional references are listed that describe the “how to” sections.

Networking your robots opens a world of opportunities to incorporate products and services from third parties also. We will note a few third-party products
here, but the focus is on network features and products from Yaskawa Motoman.
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Connecting the Robot to a Network

Most of our systems support multiple Ethernet LAN connections to the controller. Connections are labelled LAN1, LAN2,
and LAN3. LAN1 is reserved to be used by the pendant. LAN 2 and LAN3 connections can be configured in Maintenance
Mode (System, Option Function, LAN Interface Settings). Reference material explaining the network capabilities and
configuration instructions is included in the “References” section below.

You will need to coordinate the network settings for the controller with all other devices on same the network so they can
communicate with each other. If this is a new network, the following settings are commonly used and will get you started:
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IP ADDRESS: 192.168.1.31 (for the controller)
SUBNET MASK: 255.255.255.0

If your PC will be connecting on the same network use similar settings for your PC but pick something other than 31 for the
last part of the IP Address. Every device on the same network subnet (e.g. 192.168.1.*) must have a unique number in the
last part of the IP Address.

You can have multiple robot controllers on the same network and access any / all of them from other devices on the
network. Make sure each has a unique address.

References — LAN Interface Settings

Controller Manual Name / Link | !
DX100 Ethernet Function Figure 1 - Lan connections on a YRC1000
DX200 Ethernet Function

FS100, FS100L | Controller Operator's

YRC1000 General Operator's

YRC1000micro | YRC1000micro Operator's Manual
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Testing the Network Connection

To verify the correct network settings are in place, there is a “ping” function available on
most networked systems. (The name comes from submarine active sonar terminology that
sends a pulse of sound and listens for the echo to detect objects under water.) A device can
send a “ping” network packet targeting other devices on the network and listen to see if o0 _ e
there is a response and how long it takes to return. 70: by 32 time=Ims

To issue a ping from your Windows PC, open a command prompt (click on “Start”, type CMD

and then press enter.) From the command prompt, enter “ping 192.168.1.31” (or the address il e rou r' ' ti . in milli-s

Ams, Maximum = 1ms, Aver
of your controller that you entered). A successful response will begin with “Reply from “. ’ ’
Unsuccessful responses are “Request timed out.” 1.71

data:
ost unreachable.

Figure 2 - Ping from PC
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You can also issue a ping from DX200 or YRC controllers to other devices on the
network to check connectivity “outwards” from the controller. The ping command is : EDIT
available under SYSTEM INFO, NETWORK UTILITY if you are at Management Level — NETWORK
security. Operation is like on a PC. You provide the target network address and select - W PING

“EXECUTE” from the bottom of the screen to start the ping. Results will be displayed ——__} HOST

on the pendant. ET TIMES

2nd
3rd
4th

Main Menu

Figure 3 - Ping from Controller

Page 4 of 17
Remote Operations with Yaskawa Motoman Robots v1.docx
5/21/2020


mailto:partnersupport@motoman.com

YASKAWA

This document captures ideas, experiences, and informal recommendations from the Yaskawa Partner Support team. It is

PARTNER SUPPORT
Shared Integration Experience

meant to augment — not supersede manuals or documentation from motoman.com. Please contact the Partner Support team
at partnersupport@motoman.com for updates or clarification.

Tools and Functions Available via the Network

Assuming you have the controller configured correctly and a PC on the same network, now what? There are a variety of both free and purchased tools to
interact with the robot controller. Some of these will be described below, as well as methods for connecting to your robot network from other locations.

For each tool, we will look at what it is, what it does, which platforms it is available on and some basic instructions for how to use them.

Tools: Transferring Files using FTP

File Transfer Protocol (FTP) is another standard (free) TCP/IP
function like ping. It is used to send or receive files from one
device to another via the network. In operation, one device
is an FTP “Client” which makes requests of a device acting as
the FTP “Server” where the files are located. Clients send
commands that servers respond to. The client can receive
files from the server, send files to the server, request a
directory of available files and issue other commands. Our
controllers can function as an FTP server. There is an FTP
client application that is included with Windows. It runs from
the Windows command line. There are also numerous
freeware or public domain clients for Windows that can be
downloaded. These may be easier to use and configure than
the native Windows FTP client. Shown, is an FTP session
using the “FileZilla” Windows app.

The FTP Server functions are available on FS100, DX100,
DX200 and YRC controllers. Exact features and setup of the

. ®
EH-EETRIORO L TAa28

Host: 100170 Usemame: | rcn

Password: fort Quickconnect

[Status:  Connection established, wai ome message. ~
[Status:  Insecure server, it does not support FTP over TLS.

[Status joes not support non-ASCll characters.

Status:
[Status vnload of /JOB/SHIPPING.JBI

Status successful, transferred 220 bytes in 1 second
Status Disconnected from server

Status  Retrieving directory listing of */JOB".

Status:  Directory listing of “/JOB" successful

Local site:| CAtmp\FTPTest\ Remote site: | /JOB

tmp ~ 7
ClOlnstall ? aND
colmac ? v
ENGLISH ? DaT
FTPTest 108
GSDFiles012120 ? 106
MotoSim20195P3 ? T
nettosos ? PRM
Netf0828 v ? svs ¥

Filename Filesize Filetype Last | Filename Filesize Filetype Lastmodifi. Permissi. Owner/G.

& SHIPPINGJBI 220 81 File 3/31 | B SFTESTIB
& SHIPTESTJBI 220 181 File 3/31 | B SHIPPING JBI

0 JBIFile
0 18I File

3/26/2020
3/25/2020

< >

2 files. Total size: 440 bytes Selected 1 file. Total size: 0 bytes

Server/Local file Direc Reason
B ccmaster@1001.70
PAFTPTest\SHI
_ CAtmp\FTPTest\SHI
Queved files

n R Type here to search

Figure 4 - FileZilla FTP Session

Remote file Size Priority Time

0 Nom.. 3/31/2020 21423
0 Norm.. 3/31/2020 21445

Could not start transfer

<= /JOB/SHIPPING.BI
- /JOB/SHIPPINGBI
Falled transfers (3) ' Successful transfers (1)

Could not start transfer

%) Queve: empty

server varies slightly. A list of reference documents for enabling FTP on these controllers follows. TIP: Read and follow instructions carefully. Experience has
shown it can be tricky to get FTP transfers working with different settings.
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References — File Transfer Protocol (FTP)

Controller Manual Name / Link

DX100 FTP Function

DX200 FTP Function (Ethernet Advanced Feature Function)
FS100 FTP Function

YRC1000 Ethernet Function

YRC1000micro | Ethernet Function
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Tools: Remote Pendant

YRC1000 and YRC1000Micro controllers introduced the “Remote Pendant Operation
Function”.

This is another free capability. Remote Pendant allows you to view a virtual
pendant in an internet browser. Assuming you already have the controller configured to be on
a network, the configuration of Remote Pendant includes establishing accounts for authorized
users and starting a Remote Server on the controller. As with other approaches for remote
operation, you will not be allowed to turn servos on or start jobs (for safety reasons.)

TIP: Users can be authorized to only view what is happening on the standard pendant
(OPERATION = PROHIBIT) or to input commands as if they were using the standard pendant
(OPERATION=PERMIT).

While you are in control the person at the robot can watch the pendant to see what you are
doing while you are doing it. So, this can be very useful for training or support. While on the
phone you can explain what you are doing while they watch.

The Remote Pendant function is available on YRC1000 and YRC1000Micro controllers. A list of
reference documents for enabling Remote Pendant on these controllers appears below.

References — Remote Pendant Operation
Manual Name / Link

General Operator's
YRC1000micro Operator's Manual

Controller
YRC1000
YRC1000micro
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Figure 5 - Remote Pendant
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Tools: Software Pendant

Systems that are configured with our Smart Pendant include a Windows
software application that can be run on a PC to supplement features of the
Smart Pendant. There is no charge for this feature, designed to supplement
the capabilities of the Smart Pendant. A copy of the software is stored on
the Smart Pendant and can be downloaded to USB for installation on a PC.
Once installed, running the application on the PC allows you to connect to
your controller and perform most of the functions of a full standard
pendant. Again, you are not able to turn servos on or move the robot for
safety reasons.

TIP: Software Pendant is designed to be used with a single controller
(probably directly connected) versus a network of multiple robots. It does
not have a facility to choose which robot to connect to. You will need to plan
your connectivity accordingly.

References — Software Pendant
Controller Manual Name / Link

YRC1000, Instructions for Smart Pendant
YRC1000micro

Remote Operations with Yaskawa Motoman Robots v1.docx
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Shared Integration Experience
Tools: Robot Manager
Robot Manager is a Yaskawa product you can purchase to view and update
robot files, monitor I/O and variables, and see the status of your controller
(what job is running, whether in Teach, Remote or Play, alarms, etc.) Robot
Manager works on robots that support the High-Speed Ethernet Server function.

Those include: DX100 (System Software DS2.07.00A or greater), FS100, DX200,
YRC1000, and YRC1000Micro.

Robot Manager maintains two levels of password protected user access: User
Mode, which does not allow editing of data stored on the controller and Admin
Mode, which does allow editing. Passwords are stored on the PC where Robot
Manager resides.

Robot Manager allows you to define connections to more than one robot but
will only connect to one at a time.

There is a powerful backup capability within Robot Manager. It can be used to
automatically connect to a controller for scheduled backups using Windows
Task Scheduler. You can select different files to be backed up, multiple job
schedules and different backup destinations.

TIP: We have seen instances where Robot Manager is slow to respond on slow or
congested networks. Check with Yaskawa for the latest release of software and
configuration tips that may help address these issues.

References — Robot Manager
Controller
YRC1000, DX100, DX200, FS100, NX100

Manual Name / Link
Robot Manager
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Figure 7 - Robot Manager home screen
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Tools: Yaskawa Cockpit

Yaskawa Cockpit uses a different approach than the other techniques mentioned
here. Rather than a one-to-one relationship between a PC and a robot controller,
Yaskawa Cockpit can be purchased to provide real time monitoring of multiple
robots and devices in a location from one PC. The Cockpit PC also serves as a web
server that can be accessed to view the status of your Yaskawa equipment on
site and setup automatic notification via email.

Yaskawa Cockpit works with DX100, DX200, YRC1000 and YRC1000Micro
controllers. In addition, it can also be used with our MP3200 and MP3300 motion
controllers. The architecture allows for support of other devices via development
of Add-on functions.

Key Features

e Asset Management for understanding how your robots are performing.
Are they meeting operational targets, and what is the status and health
of the devices?

e Preventive Maintenance information that shows you when it is time to
replace or inspect various components. This maximizes your uptime and
performance and puts you in control.

ﬂg E YASKAWA Cockpit

LINE GROUP

Home > Yaskewa > TAT Lab > Genersl Testing > 3D Visien DX200(Besic Info)

SETTINGS

LOGOUT

Welcome Administrator !!

Basic Info

Status Alarm & Log

&

‘)

Maintenance

m

Backup ~

& .

3D Vision DX200

R1 : MS210/MH225-A0MS210)

System Structure

Accumulsted Energy-Saving
Time

System Monitoring Time
antrol Power Time

3018111/15 14:30, 85304207
2018/11/15 14:30, 500:15'38
2018011115 14:30, 356:40°21
201811/15 14:30, 11:5219

201811115 14:30, 0:0000

2018111/15 14:30, 307-40'57

‘Serial No.

Contraller Name

Cell Name

Line Nzme

Controller Information

0123456780
30 Vision DX200
General Testing

TAT Lsb

Application
System Software Version

Langusge

Version Information

GEMERAL
D2 45.00A(JP/USI00
ENGLISH / JAPANESE

Figure 8 - Yaskawa Cockpit

e Alarm Forwarding will immediately notify the proper personnel should issues occur, enabling them to react quickly to mitigate any problems
o Data Management capabilities keep all this critical data in a centralized database, with routine backups to preserve the integrity of the operations
e Finally, Yaskawa Cockpit is extensible. This means that is can interface with external systems or the extended enterprise to share data and can also

monitor non Yaskawa devices through a feature we call Add-on Functions.

The Yaskawa Cockpit software is installed on a PC Server at the same site as the equipment to be monitored. The installation includes software for
communication with all the monitored components, a database to save and analyze the information that is gathered and a web server for others to manage and
view the data. Anyone with a web browser that can access the Yaskawa cockpit PC can view and manage the data there.

Remote Operations with Yaskawa Motoman Robots v1.docx
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A complete description of the benefits and features of Yaskawa Cockpit would be well beyond what can be covered here. See the links below for more

information.

References — Yaskawa cockpit

Controller

Manual Name / Link

YRC1000, YRC1000micro.

DX200, DX100

Yaskawa Cockpit (Web Page)

YRC1000, YRC1000micro.

DX200, DX100

Yaskawa Cockpit

YRC1000, YRC1000micro.

DX200, DX100

Getting Started with Yaskawa Cockpit

YRC1000, YRC1000micro.

DX200, DX100

Yaskawa Cockpit Maintenance Manual

YRC1000, YRC1000micro.

DX200, DX100

Yaskawa Cockpit Robot Data Change Point Notification Instructions

YRC1000, YRC1000micro.

DX200, DX100

Yaskawa Cockpit Torque Sensor Monitor Instructions

YRC1000, YRC1000micro.

DX200, DX100

Yaskawa Cockpit Software Programmer's Manual

YRC1000, YRC1000micro.

DX200, DX100

Yaskawa Cockpit Web AP| Reference

YRC1000, YRC1000micro.

DX200, DX100

Yaskawa Cockpit Software Development Manual

Remote Operations with Yaskawa Motoman Robots v1.docx
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MotoSim
If you have our MotoSim software on a PC that is connected to a controller via Ethernet, you | 7) " - .

Controller | Simulatior Tool  Online Functio Option Functios

can use the “Online Function” of MotoSim. With the Online Function you can: Eig, 0y O Oy i% @ .\E;';";v”” @ gﬂ , % A2 B Ea:%g%

TCP Reach
New Copy Delete || Reboot Maintenance | Show Storage SimplePP JobPad | Visual Tool  User New
Card Path Edit~ Data Frame | 07

Setup Boot VPR Job File Settings Robot. External Devi

PRGFBAO 3

- 0o x
v style ~ @

e Reconstruct a real system configuration in MotoSim

e Monitor the condition of a real controller

e Receive files from the controller and load in to MotoSim
e Save files from MotoSim and send them to the controller

Create Controller

" New VAC Controller [no file]

" YRC Controler (using file)

* YAC ControllerNetwork)

0K Cancel

The MotoSim online function requires the “High Speed Ethernet Server Function. This is not
available on the NX100, and must be enabled on the DX100, DX200 and FS100. Additional
information is available in the References section below.

References — MotoSim
Controller Manual Name / Link i

YRC1000, YRC1000Micro, FS100, MotoSim Product
DX200, DX100, NX100 Information ne T

Figure 9 - MotoSim Online Function

A
X
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Tools: Developing Your Own

There are Yaskawa products and free reference materials to help you develop programs to communicate with our controllers over a network connection. This
development requires expertise in software development, network protocols and sometimes advanced concepts for Motoman robots.

The “Ethernet Function” document describes low level protocol that can be used to develop programs that talk to the robot controller over Ethernet. (See
section 3, High Speed Ethernet Server Function”.) There is no cost for this — it just documents the protocol used to talk with the controller. It works with all our
systems that support Ethernet. Setup instructions are in section 2.

References — High Speed Ethernet Server Function

Controller Manual Name / Link

YRC1000 Ethernet Function

YRC1000micro | Ethernet Function

DX100 High-Speed Ethernet Server Function
DX200 High-Speed Ethernet Server Function
FS100 High Speed Ethernet Server Function
NX100 Ethernet Server Function

The MOTOCOM SDK is a purchased product that is used to make it easier to develop PC applications that use the above protocol. This eliminates a lot of the
work of designing and coding interfaces to the network and controller. Still a fairly high level of programming and technical expertise is required.

References — MotoCom SDK

Controller Manual Name / Link

YRC1000, FS100, MotoCom SDK Product Information
DX200, DX100, NX100,

NXC100, XRC
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https://www.motoman.com/getmedia/16B5CD92-BD0B-4DE0-9DC9-B71D0B6FE264/160766-1CD.pdf.aspx?ext=.pdf
https://www.motoman.com/getmedia/9F9524FF-1EEE-4708-B8FB-24E1BAAC8247/153543-1cd.pdf.aspx?ext=.pdf
https://www.motoman.com/en-us/products/software/development/motocom-sdk
https://www.motoman.com/en-us/products/software/development/motocom-sdk
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MLX300 is a different approach, allowing you to control the robot via a PLC. The PLC programming is done via a PC. This is a purchased option also. The PLC

basically functions in place of the controller to move the arm, evaluate 1/0, set variables, etc.

References — MLX300

Controller

Manual Name / Link

YRC1000 Material Handling robots (except HC10),
YRC1000 micro robots (except HC10DT),
DX200 material handling robots

MLX 300 Product

Information

ROS (specifically, ROS-Industrial) is an open source (free) environment for development of solutions in industrial automation. This has a steep learning curve but
is extremely powerful. ROS currently runs on Linux PC’s. ROS basically replaces the controller and can simultaneously interface to multiple robots from different

vendors, camera systems, PLC’s, etc. Yaskawa is a major contributor / supporter of ROS. More detail is available here.
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Connecting to your Robot Network from Other Locations

Up to this point, everything discussed has been in the context of connecting a local PC to a local robot controller. What if the requirement is to access the robot
controller from a PC that is not at the same location as the controller? While network design, security, performance, and connectivity options are all best left to
the experts, we know how our products operate on a network and have experience working with Yaskawa customers to enable remote access. There are some

simple techniques that will allow you to connect to a robot in a different location without being directly wired to it.

VPN Solutions

One method we have used to connect to a robot at another site is to use
VPN (Virtual Private Network) solutions. Some companies may already
have this technology in place, for people to work from home with their
laptops and still connect to company servers. A Virtual Private Network
solution creates a private network connection over the internet. For the
remote (e.g. laptop) user, it appears that they are on the same network
that exists in the other site, down to having the same IP addressing
scheme. A diagram of a generic VPN solution is shown to the right.

— —
-~ —‘:eerk
/ \?(\""’\e
@
RN

Internet

Hardware or software must be in place at each site to create the VPN. PC '
Often, the VPN is implemented in special software installed on the PC Q}Z‘W‘QZN

and in the network routers when set up for company-wide use.

What if your company does not have a VPN? There are several third- ﬁﬁ
party solutions that you can purchase to simplify the use of a VPN. :
Typically, they implement the solution as a hardware device, with two E:‘v”.i‘;’:e"
network connections: one connects to the Internet and one connects to
the device that you want to be a part of the VPN. In an ideal world, the
hardware is put in place at each site, the network connections are made,
there is a bit of configuration to do in order to place them on the same VPN and everything works smoothly. However, we have found in our work with
customers that some of these solutions work more smoothly than others. Be wary of solutions with extensive configuration options and be sure to thoroughly
test with any products you may select. Look for a solution that allows all protocols to flow between devices without restrictions. Look for a solution that provides
reliable connectivity and test for performance.

Figure 10 - Generic VPN diagram
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Axatrax Remote Connection Technology

One solution we have had success with is the Axatrax VPN device from Axatronics. This
solution is as simple as plugging the equipment in at both sites and completing some simple
configuration steps. The product design allows connections between devices to be made and
broken dynamically via a web page. This A company can deploy multiple Axatrax appliances
and manage the “mesh” of connections between them as needed and shown to the right.
This provides great flexibility to connect people temporarily and securely to equipment as
needed. In addition, access to an Axatrax device can be temporarily “loaned” to another
company with an Axatrax mesh.

With Axatrax, the “local” PC and the robot appear to be on the same network subnet.
Everything works as if you are sitting right next to the robot. As a bonus, the local PC has
access to everything on the robot subnet. PLC's, welding power supplies, and other
networked industrial equipment can be accessed also with proper logins and security.

5
Remote
Axatrax

Networked
Devices

D

PC Local
Axatrax

Figure 12 - Sample Axatrax configuration
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Figure 11 - Axatrax mesh configuration web page
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PARTNER SUPPORT
Connecting Using PC’s and Remote-Control Software
Another alternative that has been used successfully by our team is PC remote
control software (such as TeamViewer, Microsoft Quick Assist, etc.) If you have a
spare or inexpensive PC that can be left powered on and connected to the network
near the robot and connected to the Internet, you have some more options. Some
remote-control software (such as TeamViewer) allow for “Unattended Operation”,

meaning a remote user can login and control that PC from another location without
anyone approving access at the PC.

With this setup, a remote user can connect to the PC at the robot site and act as if
they were using it locally. mouse and keyboard input are sent to the remote PC and
screen changes are sent back. Any software installed on the remote PC (such as
Robot Manager or Yaskawa cockpit) can be used.

Conclusions

This document captures ideas, experiences, and informal recommendations from the Yaskawa Partner Support team. It is
meant to augment — not supersede manuals or documentation from motoman.com. Please contact the Partner Support team
at partnersupport@motoman.com for updates or clarification.

With Remote
Control Software

PC
With Remote
Control Software

Networked
Devices

Figure 13 - access by PC remote control

Networking your robots opens a world of opportunities to incorporate products and services from Yaskawa and third parties. See more information at
www.motoman.com or the Yaskawa Partners Website at http://yaskawapartners.com/.
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